Attorney Docket No. 418 



United States Patent Application 

FOR 

MECHANISM FOR FACILITATING BROADCAST 
IN A COMMUNICATION SYSTEM 

Inventors 

Mark Dowdy, Todd Hoff, Keith Rasmussen and 
Damon Ennis 



CERTIFICATE OF EXPRESS MAIL 
(37 C.F.R. ♦ 1.10) 



I HEREBY CERTIFY THAT THIS PAPER OR FEE IS BEING DEPOSITED WITH THE UNITED STATES POSTAL SERVICE, EXPRESS 
MAIL POST OFFICE TO ADDRESSEE UNDER 37 C.F.R. ' 1.10, BEARING Oq»RESS MAIL LABEL NO. EL869632423US ON THIS 29* 
DAY OF OCTOBER, 2001 AND IS ADDRESSED TO: COMMISSIONER FOR mTENTS, WASHINGTON>D.C. 20231. 



Attorney Docket No. 418 

MECHANISM FOR FACILITATING BROADCAST 
IN A COMMUNICATION SYSTEM 
Inventor(s): Mark Dowdy, Todd Hoff, Keith Rasmussen, Damon Ennis 

Cross-Reference 

This application claims the benefit of U.S. Provisional Application Serial No. 
60/308,476, entitled "Communication Facilitation Mechanism", filed July 27, 2001, the 
entire contents of which are incorporated hereui by this reference. 

Field of the Invention 

This uivention relates generally to communication systems, and more particularly 
to a mechanism for faciUtating broadcast in a communication system. 

Background 

In the large-scale networks of today, switches are used on a regular basis to steer 
information from one location or site to another. In a typical switch, there are a plurality 
of line modules, control modules, timing modules, and switching modules. These various 
modules cooperate to carry out the switching and control functions of the switch. More 
specifically, the line modules carry information into and out of the switch, while the 
switching modules determine the interconnectivity between the line modules. By 
properly configuring the switching modules, any port of any line module may be coupled 
to any other port of any line module. Thus, the switching modules enable information to 
be switched or steered firom any ingress line module port to any egress line module port. 
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The timing modules control the timing of the transfer of information from the 
ingress line module port to the egress line module port. Basically, the timing modules 
synchronize the ingress Une module port and the egress line module port to ensure that 
information is transferred properly from one to the other. The control modules help to 
coordinate the interaction between the various other modules. While each module may 
implement its own control logic and may operate in many situations without the aid of 
the control modules, the control modules act as centralized mechanisms for coordinating 
the activities and communications between the various other modules. 

In order to carry out all of the switching and confrol functions of the switch, the 
various modules need to communicate with each other. For exanple, the line modules 
may need to exchange information with one another to keep apprised of the overall state 
of the switch. Also, the line modules may need to communicate with the control modules 
to obtain coordination information therefrom. To enable ±g various modules to 
communicate with each other, a switch is typically provided with an underlying 
communication network. This network is separate and apart from the switching modules 
that interconnect the Mne modules. Also provided may be a communication facilitation 
mechanism. This mechanism shields the applications that may run on the various 
modules from the complexities of the communication network. By doing so, the 
facilitation mechanism makes it simpler for apphcations on the various modules to 
communicate with one another. Unfortunately, the communication facilitation 
mechanisms that are currently available for switches leave much to be desired. Many do 
not provide some highly desirable ftmctionality, such as the ability to broadcast 
messages, hi addition, many suffer from inefficiencies both in the pubhcation and 
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subscription process. These and other shortcomings exist in the currently available 
mechanisms. In view of these shortcomings, there exists a need for an improved 
communication facilitation mechanism. 

Summary 

la accordance with one embodiment of the present invention, there is provided an 
improved communication facilitation mechanism (CFM), which provides improved 
scalability, improved efficiency, and enhanced functionality and performance. In one 
aspect, the CFM enables a subscriber to subscribe to multiple events using a single 
namespace specification and a single subscription request. By providing this capability, 
the CFM eliminates the need for the subscriber to separately subscribe to each event. In 
systems in which many subscribers subscribe to many events, this capabiUty can lead to 
significant improvement in efficiency and scalability. 

hi another aspect, the CFM enables pubhshers to broadcast, rather than unicast, 
events to multiple subscribers concurrently. This capability makes it possible for a 
publisher to notify all of the modules in a system of a particular event in a very short 
time. For events (such as failure notification) for which short response tune is important, 
this capability can lead to greatly improved response time and performance. 

hi yet another aspect, the CFM enables message exchange between senders and 
recipients to be conducted rehably. hi a typical rehable messaging system, the sender 
waits for an acknowledgment firom the recipient. If an acknowledgment is not received, 
then the sender sends the message again. Because a message may be sent multiple times, 
a recipient may receive the same message multiple times, which in some implementations 
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is highly undesirable. To prevent this, the CFM checks for dupUcate messages when it is 
implementing reUable messaging. If the CFM determines that a message is a duplicate of 
one that has akeady been received, then it discards the message, thereby ensuring that the 
recipient does not receive duplicate messages. In this manner, the CFM implements 
reliable messaging with an "at most once" message dehvery guarantee. These and other 
aspects are inherent in the CFM. 

Brief Description of the Drawings 

Figs. 1 A-IB provide an overview of a system in which one embodiment of the 
present invention may be implemented. 

Fig. 2 is a fimctional block diagram of a portion of the system of Fig. 1, in which 
the components of a communication facilitation mechanism are shown, along with a 
pluraUty of apphcation components that take advantage of the communication facilitation 
mechanism for inter-module communication. 

Figs. 3A-3D illustrate some sample local tables for the line module 102(1) shown 
in Fig. 2. 

Figs. 4A-4D illustrate some sample local tables for the line module 102(2) shown 
in Fig. 2. 

Figs. 5A-5D illustrate some sample global tables for the control module 212(1) 
shown in Fig. 2. 

Fig. 6 illustrates a sample reUable communication table for the line module 102(1) 
shown in Fig. 2. 
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Fig. 7 illustrates a sample reliable communication table for the line module 102(2) 
shown in Fig. 2. 

Detailed Description of Embodiment(s) 

System Overview 

With reference to Figs. lA and IB, there is shown an overview of a system 100 in 
which one embodiment of the present invention may be implemented, hi the following 
discussion, it will be assumed for the sake of illustration that system 100 is a network 
switch for switching information from ingress ports to egress ports. It should be noted, 
however, that the present invention is not limited to being practiced within a switch, but 
rather may be implemented generally in any system in which inter-module distributed 
communication is desired. 

As shown in Figs. 1 A and IB, switch 100 comprises a plurality of line modules 
102. In one embodiment, each line module 102 comprises a pluraUty of ports, with each 
port being coupled to a corresponding trunk 104. Each trunk 104, which may for 
example be an optical fiber, may carry information into a line module 102, out of a line 
module 102, or both. Each line module 102 is in turn coupled to a switching fabric 106, 
which comprises a plurality of switching components 108. When properly configured, 
the switching fabric 106 can couple any port of any hne module 102 to any other port of 
any line module 102. Thus, by properly configuring the switching fabric 106, the switch 
100 can transport information from any port of any line module 102 to any other port of 
any line module 102; hence, it follows that information can be switched from any trunk 
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104 to any other trunk 104. In this manner, information is transferred and directed 

through the switch 100. 

The timing of information transfer through the switch 100 is controlled by the 

timing modules 110. More specifically, for each pair of line module ports that have been 

coupled together by the switching fabric 106, the timing modules 110 synchronize 

information transfer between the ports to ensure that information is transferred properly 

fi-om one to the other. 

In addition to the line modules 102, switching modules 106, and timing modules 

1 10, the switch 100 ftirther comprises a primary 1 12(1) and a secondary 1 12(2) control 
module. As will be explamed in greater detail in a later section, the control modules 112 
help to coordinate and facilitate interaction and communication between the various 
modules to enable all of the switching and control functions of the switch to be 
performed. In one embodiment, the primary control module 1 12(1) participates in 
regular system operation, while the secondary control module 1 12(2) acts as a backup. 
Should the primary control module 1 12(1) become disabled, then the secondary control 
module 1 12(2) will become the primary control module and will perform all of the 
functions of the primary control module. 

To enable the various modules 102, 1 10, 1 12 to communicate with each other, 
switch 100 comprises an underlying communication network (not shown). In one 
embodiment, this communication network comprises an Ethernet backplane that 
interconnects all of the modules 102, 1 10, 1 12. In one embodiment, this network is 
separate and apart fi-om the switching fabric 106 that couples the ports of the fine 
modules 102 to each other. With the underlying communication network, any module 
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102, 110, 1 12 on the switch 100 can communicate with any other module on the switch 
100. To enable the modules to access the communication network, there is provided on 
each line module 1 02 and each timing module 1 1 0 one or more Ethernet interfaces 116. 
Similarly, there is provided on each control module 1 12 an Ethernet switch 1 14. The 
5 Ethemet interfaces 1 16 are coupled to the Ethernet switches 1 14, and the Ethernet 
switches 1 14 are coupled to each other to provide each module 102, 1 10, 1 12 with 
connectivity and access to the communication network. In one embodiment, information 
is routed through the communication network using the Internet Protocol (IP). Thus, any 
module can send a message to any other module by specifying the IP address and port 

J- s 

10 number associated with that other module. 

O 

As shown in Figs. 1 A and IB, each line module 102, timing module 110, and 
control module 112 comprises a processor 118 and a storage 120. These components 
1 18, 120 enable each module to implement its own set of logic and functionality. For 
example, each module may run its own set of one or more applications to maplement any 
Cl 15 desired ftinctionality. In addition, as will be described further in a later section, each 
module may execute one or more components of a communication facilitation 
mechanism (CFM) to facilitate inter-module commxmication. In one embodiment, the 
functionality of each module is derived by having the processor 1 1 8 on that module 
execute one or more sets of program instructions stored in the storage 120 of that module, 
20 In such an embodiment, the processor 118 (which may be a single processor or multiple 
processors) may be any mechanism capable of executing program instructions. The 
storage 120 may be any type of computer readable medium capable of storing 
information, including but not limited to memory, magnetic storage, and optical storage. 
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The storage 120 may be used to store program instructions, data used by the processor 
1 1 8 in executing the program instructions, data generated by the processor 1 1 8, as well as 
any other type of information. 

In an alternative embodiment, the processor 1 18 may be replaced by specialized 
hardware logic components specially configured to implement some desired 
functionaUty. hi such an embodiment, the functionahty of each module would be derived 
not by having the processor 1 1 8 execute program mstructions but rather fi-om the 
customized logic of the hardware logic components. This and other embodiments are 
withm the scope of the present invention. 



Functional Overview 
Figs. 1 A and IB provide an overview of the hardware components of the switch 
100. With reference to Fig. 2, there is a shown an overview of the fimctional components 
of the switch 100. For the sake of simphcity, only two line modules 102(1), 102(2) and 
the primary control module 1 12(1) are shown in Fig. 2. However, it should be noted that 
the discussion provided for the modules in Fig. 2 also appUes to the other modules in the 
switch 100. 

As shown in Fig. 2, each line module 102(1), 102(2) comprises a plurality of 
application components 202. hi one embodiment, these components 202 are derived 
fi-om the processor 1 18 of each Une module 102 executing one or more sets of application 
program instructions. For example, apphcation components 202 may be objects that are 
instantiated during the execution of appUcations in an object-oriented environment. Each 
hne module 102 may execute one or more apphcations; thus, the apphcation components 
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202 on each line module 102 may be derived from the execution of a single application or 
from execution of a plurality of applications. 

In addition to application components 202, each line module 102 further 
comprises a communication coordinator 204. hi one embodiment, the communication 
5 coordinator 204 is derived on each line module 1 02 by having the processor 1 1 8 on that 
line module execute a set of communication coordinator instructions. As will be 
explained in greater detail in a later section, the communication coordinator 204 is a 
component of a communication facilitation mechanism (CFM), and one of its purposes is 
|.i to facilitate and coordinate communication between the line module on which it resides 

Q 10 and any other module in the switch 100. hi carrying out its functions, the communication 

C3 

iU coordinator 204 uses at least two sets of information: (1) a set of local tables 206; and (2) 
a rehable communication table 208. In one embodiment, each of these sets of tables 206, 

III 

208 stores information relevant to a particular line module 102. For example, tables 

q 

rp 206(1) and 208(1) store information relevant to line module 102(1), while tables 206(2) 

In 

p 15 and 208(2) store mformation relevant to line module 102(2). Thus, each set of tables 

206, 208 is directed to a particular line module 102. As will be described in greater detail 
in a later section, the information in these tables 206, 208 is used by each of the 
corresponding communication coordinators 204 to facilitate inter-module 
communication. 

20 On the primary control module 1 12(1), there resides a namespace server 210. hi 

one embodiment, the namespace server 210 is derived from the processor 118 on the 
control module 1 12(1) executing a set of namespace server instructions. Like the 
communication coordinators 204 on the line modules 102, the namespace server 210 is a 
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component of the CFM, and like the communication coordinators 204, a function of the 
namespace server 210 is to coordinate inter-module communication. One difference 
between the communication coordinators 204 and the namespace server 210 is that while 
each of the communication coordinators 204 is concerned with coordinating 
conmiimication to and from a particular line module 102, the namespace server 210 is 
concerned with coordinating communication throughout the entire switch 100. In 
carrying out its functions, the namespace server 210 uses information stored in the global 
tables 212. In one embodiment, the global tables 212 store a collection of all of the 
information in all of the local tables 206 of the line modules 102. Thus, the global tables 
212 may be viewed as master tables for the switch 100. As will be explained further 
below, the namespace server 210 uses the information in the global tables 212 to help the 
communication coordinators 204 populate the local tables 206. 

Together, all of the communication coordinators 204 and the namespace server 
210 combine to form an overall CFM, which may be viewed as an intermediate 
commimication layer or middleware. This CFM serves a number of different purposes. 
One of its main purposes is to shield the application components 202 from the complexity 
of the underlying communication network. With the CFM, the application components 
202 are reUeved of the burden of knowing the particulars of the network. For example, 
the apphcation components 202 do not need to know the IP addresses of the various 
modules in the system, nor do they need to know the manner in which the network is 
configured. In addition, the CFM ehminates the need for the apphcation components 202 
to know where other application components 202 are located. To communicate with or 
to access another application component 202 on the same or a different line module 102, 
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an application component 202 simply has to send a message to its corresponding 
communication coordinator 204. The communication coordinator 204 will then perform 
what is necessary to deliver the message to the other application component 202. By 
shielding the complexities of the network from the application components 202, the CFM 
greatly simplifies the logic that has to be implemented by the appHcation components 
202. 

In addition to serving the shielding function, the CFM also provides rich 
functionality. This functionality mcludes but is not hmited to the abihty to implement a 
publish/subscribe system of communication, the ability to subscribe to multiple events 
with a single namespace specification and a single subscription request, the ability to 
broadcast messages, and the ability to implement reliable communication with an "at 
most once" message dehvery guarantee, just to name a few. With this rich set of 
functionality, the application components 202 will be able to communicate with each 
other efficiently and conveniently across module boundaries. 

Namespaces 

In one embodiment, the apphcation components 202 are shielded from the 
complexity of the underlying communication network through the use of global 
namespaces. More specifically, when an apphcation component 202 wishes to 
communicate with another application component, the apphcation component sends a 
message to its corresponding communication coordinator 204 specifying a particular 
namespace. In response, the corresponding communication coordinator 204, in possible 
cooperation with the namespace server 210, maps that namespace to one or more other 
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application components 202. The corresponding communication coordinator 204 then 
delivers the message to the one or more communication coordinators 204 corresponding 
to the one or more other appHcation components 202. Those communication 
coordinators 204 then in turn dehver the message to the one or more other application 
components 202. By using a global namespace, and by using the CFM as an 
intermediary in this manner, appUcation components 202 can communicate with each 
other without knowing any of the particulars of the underlying communication network. 

In one embodiment, a unique global namespace is assigned to each entity in each 
module of the switch 100. The namespace may, in one embodiment, take on a 
hierarchical form, similar to that used in file systems. For example, for the appUcation 
component 202(1)(1) on line module 102(1), the namespace may be "/LM/1 /monitor", 
where the LM indicates that the component resides on a line module, the "1 " indicates 
that it is on line module 1, and "monitor" is the name of the component. Similarly, the 
namespace for the appUcation component 202(2)(1) may be "/LM/2/foo", where the LM 
indicates that the component resides on a line module, the "2" indicates that it is on line 
module 2, and "foo" is the name of the component. Using this or any other naming 
convention, each entity is assigned a unique namespace in the global namespace. 

In addition to names of entities, the global namespace may also be used to 
designate operations and events associated with each of the entities. In one embodiment, 
these designations are made by adding more levels to the namespaces of the entities. 
More specifically, for operations, an "op" level is added to the namespaces. For events, 
an "event" level is added. For example, suppose appUcation component 202(1)(1) has a 
"get" operation that it wishes to make available to other components to invoke (an 
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operation may be viewed as a method of an object in an object oriented environment). In 
such a case, the namespace "/LM/l/monitor/op/get" may be assigned to the operation, 
where "/LM/1 /monitor" identifies the component 202(1)(1), "op" indicates that an 
operation is being named, and "get" is the name of the operation. Similarly, if the same 
application component 202(1)(1) publishes an event named "LOS" (loss of signal), then 
the namespace "/LM/l/monitor/event/LOS" may be assigned to the event, where 
"/LM/l/monitor" identifies the component 202(1)(1), "event" indicates that an event is 
being named, and "LOS" is the name of the event. Using this naming convention, all of 
the entities, operations, and events in all of the modules of the switch 100 can be 
conveniently named in the global namespace. 

After a namespace is assigned to an entity, operation, or event, that namespace 
may be used by various components for various purposes. For example, application 
components 202 may publish events to particular namespaces. Also, application 
components 202 may subscribe to particular namespaces to receive events that are 
published to those namespaces. In addition, application components 202 may invoke the 
operations provided by other application components 202 using namespaces. These and 
other uses of the namespaces are possible. 

Namespace Registration 
In one embodiment, before a namespace is generally used by application 
components 202, use of the namespace is first registered with the communication 
coordinators 204 and the namespace server 210 of the CFM. This registration process 
provides the components 204, 210 of the CFM with sufficient information about the 
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namespace so that the CFM will be able to map the namespace to one or more application 
components 202 in the future for message delivery purposes. In one embodiment, the 
namespace registration process entails updating the local tables 206 of one or more line 
modules 102, as well as updating the global tables 212 of the control module 1 12(1). As 
noted previously, the local tables 206 comprise information relevant to a particular line 
module 102. In contrast, the global tables 212 comprise all of the information in all of 
the local tables 206 of all of the modules. Hence, the global tables 212 act as the master 
tables for the entire switch 100. 

To illustrate the registration process, reference will be made to the specific 
examples shown in Figs. 3, 4, and 5. Specifically, Figs. 3A-3D show the tables that 
comprise the local tables 206(1) of line module 102(1), Figs. 4A-4D show the tables that 
comprise the local tables 206(2) of line module 102(2), and Figs. 5A-5D show the tables 
that comprise the global tables 212 of the control module 1 12(1). In one embodiment, 
the CFM supports both publish/subscribe communication and client/server operation. 
Thus, as shown in Figs. 3, 4 and 5, the local tables 206 and the global tables 212 
comprise a plurality of separate tables, including a PubUshers table 302, 402, 502, a 
Subscribers table 304, 404, 504, a Servers table 306, 406, 506, and a Clients table 308, 
408, 508. These various tables are used by the CFM to support the different 
communication/operation models. 

In one embodiment, a namespace may be used by an apphcation component 202 
in at least four different ways. An apphcation component 202 may: (1) publish an event 
to a namespace; (2) subscribe to a namespace to receive all events pubhshed to that 
namespace; (3) expose an operation provided by an application component 202 through a 
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namespace (and hence act as a server for that operation); and (4) invoke an operation 
provided by another application component 202 through a namespace (and hence act as a 
chent for that operation). In one embodiment, each of these uses of a namespace by an 
application component 202 is registered with the CFM. hi the following discussion, the 
manner m which each of these uses is registered will be described. 

Publication/Subscription Registration 

To illustrate the publication registration process, suppose that apphcation 
component 202(1)(1) of Fig. 2 wishes to publish an event to the namespace 
7LM/l/monitor/event/LOS". To register this use of the namespace, the application 
component 202(1)(1) sends a pubhcation announcement message to the communication 
coordinator 204(1). hi this message, the application component 202(1)(1) provides: (1) 
an mdication that it is registering to pubhsh an event to the namespace 
•VLM/l/monitor/event/LOS"; and (2) a reference (PI) back to itself This reference 
(which may for example be a pointer) will be used by the communication coordmator 
204(1) to communicate with the application component 202(1)(1) if the need arises, hi 
response to the pubhcation announcement message, the communication coordinator 
204(1) updates the Local Publishers Table 302 (Fig. 3A) for line module 102(1) by 
creating a new entry 3 1 0 in the table 302. hi the new entry 3 1 0, the namespace 
7LM/l/monitor/event/LOS" is stored in the Namespace column, and the reference (PI) 
back to the pubUshing component 202(1)(1) is stored in the "Reference to Publisher- 
column, hi addition, an IP address and port number are stored in the IP Address/Port# 
column. This is the JP address and port number of the line module 102(1) on which the 
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publishing component 202(1)(1) resides. Assuming the IP address and port number of 
line module 102(1) are XI and Yl, respectively, the value pair of XI, Yl will be stored 
in the new entry 310. The Local PubUshers Table 302 is thus updated. 

Thereafter, the communicator coordinator 204(1) proceeds to send a pubhcation 
announcement message to the control module 1 12(1) to inform the namespace server 210 
of the intended pubhcation to the namespace. In this message, the communication 
coordinator 204(1) provides: (1) the namespace ("LM/l/monitor/event/LOS") to which 
publication will be made; (2) the reference PI back to the pubUshing component 
202(1)(1); and (3) the IP address and port number of the line module 102(1). hi response, 
the namespace server 210 creates a new entry 510 in the Global Pubhsheis Table 502 
(Fig. 5A), and stores the above-provided information mto the corresponding columns of 
the entry 510. The Global Publishers Table 502 is thus updated. 

Thereafter, the namespace server 210 checks the Global Subscribers Table 504 
(Fig. 5B) to determine whether there are my subscribers to the newly registered 
namespace "LM/l/monitor/event/LOS". If there are subscribers to the namespace, then 
the namespace server 210 extracts information relating to each of the subscribers from 
the Global Subscribers Table 504 and sends that information back to the communication 
coordinator 204(1) associated with the pubhshing component 202(1)(1). For the time 
being, however, it will be assumed that entry 518 of the Global Subscribers Table 504 
does not yet exist and that there are no current subscribers to the namespace 
"/LM/l/monitor/event/LOS". Hence, the namespace server 210 sends an empty 
subscriber list back to the communication coordinator 204(1). The pubhcation 
registration process is thus completed. 
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To illustrate the subscription registration process, suppose that appUcation 
component 202(l)(n) of Fig. 2 wishes to subscribe to the namespace 
"/LM/2/foo/event/sleep" to receive events pubhshed to that namespace. To register this 
5 use of the namespace, the application component 202(l)(n) sends a subscription 

announcement message to the communication coordinator 204(1). In this message, the 
application component 202(l)(n) provides: (1) an indication that it is registering to 
subscribe to the namespace "/LM/2/foo/event/sleep"; (2) a reference (SI) back to itself; 
(3) an indication of what type of rehability is desired; and (4) an indication of a desired 
^jj 10 priority, hi one embodiment, the reliabiUty may be "best effort" or "reUable". If best 

I?! 

1^1 effort is specified, no acknowledgment of messages is required. If reliable is specified, 

U 

^ messages need to be acknowledged. Rehability will be discussed in greater detail in a 

hi 

n later section. As to priority, the application components 202(1 )(n) may specify normal or 

C3 high priority. ReUabihty and priority determine how event messages will be delivered to 

fil 

15 the subscribing component 202(1 )(n) when events are published. 
' In response to the subscription announcement message, the communication 

coordinator 204(1) updates the Local Subscribers Table 304 (Fig. 3B) for line module 
102(1) by creating a new entry 3 12. In the new entry 312, the namespace 
'VLM/2/foo/event/sleep" is stored in the Namespace column, and the reference (SI) back 

20 to the subscribing component 202(1 )(n) is stored in the "Reference to Subscriber" 

column. In addition, the P address and port number (XI, Yl) of the line module 102(1) 
on which the subscribing component 202(l)(n) resides are stored ni the IP Address/Port# 
column, the reliability indication is stored in the Reliability column, and the priority 
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indication is stored in the Priority column. The Local Subscribers Table 304 is thus 
updated to reflect the subscription registration. 

Thereafter, the communicator coordinator 204(1) sends a subscription 
announcement message to the control module 1 12(1) to inform the namespace server 210 
of the subscription to the namespace. In this message, the communication coordinator 
204(1) provides: (1) the namespace ("LM/2/foo /event/sleep") to which subscription is 
being made; (2) the reference SI back to the subscribing component 202(1 )(n); (3) the ff 
address and port number (XI, Yl) of the line module 102(1); (4) the reliability 
indication; and (5) the priority indication. In response to this message, the namespace 
server 210 creates a new entry 516 in the Global Subscribers Table 504 (Fig. 5B), and 
stores the above-provided information into the corresponding columns of the entry 516. 
The Global Subscribers Table 504 is thus updated to include the new subscription. 

Thereafter, the namespace server 210 checks the Global Pubhshers Table 502 
(Fig. 5A) to determine whether there are any pubhshers that have registered to pubhsh 
events to the namespace 'VLM/2/foo/event/sleep". If there are, then the namespace server 
210 informs the communication coordinator 204 associated each of those pubhshers of 
the new subscription. For the time being, however, it will be assumed that entry 5 12 of 
the Global Publishers Table 502 does not yet exist and that there are no current publishers 
to the namespace 'VLM/2/foo/event/sleep". Hence, the namespace server 210 does not 
notify any publishers of the new subscription. The subscription registration process is 
thus completed. 
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Suppose now that application component 202(2)(n) of Fig. 2 wishes to subscribe 
to a namespace. However, instead of subscribing to a unique namespace, it wishes to 
subscribe to potentially a plurality of namespaces. For example, instead of subscribing to 
a specific LOS namespace such as /LM/l/monitor/event/LOS, which is specific to the 
application component named "monitor" on hne module 1, the component 202(2)(n) may 
wish to subscribe to all LOS event namespaces regardless of the appUcation component 
or line module. Using a wildcard character *, this wish may be expressed as 
/*/event/LOS. In currently available alternatives to the CFM, it is not possible to 
subscribe to a plurality of events using a single name expression. Rather, a subscriber is 
required to subscribe to each individual event name separately. For systems with large 
numbers of events, this approach can quickly become inefficient and non-scalable. 

In contrast, in one embodiment of the present invention, there is provided a 
capability within the CFM to subscribe to multiple namespaces using a single namespace 
expression and a single subscription registration request. In such an embodiment, the 
namespace expression may contain wildcard characters, such as *. When processing 
registration requests involving namespace expressions, the namespace server 210 
performs pattern matching to resolve the namespace expressions to determine which 
specific namespaces match the expressions. Then, the namespace server 210 
automatically subscribes to the specific matching namespaces. By processing namespace 
expressions in this manner, the namespace server 210 makes it possible to subscribe to 
multiple namespaces using a single relatively simple namespace expression. This in turn 
can lead to significant efficiency and scalability gains. 
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Thus far, only the general wildcard * has been discussed as being usable in a 
namespace expression. It should be noted that the pattern matching capability of the 
namespace server 210 is not so limited. Rather, the namespace server 210 may perform 
any type of logical pattern matching. For example, it can find matches for patterns 
beginning with a particular letter or letters (e.g. M*, or Ma*), It can also resolve 
expressions having more than one wildcard. For example, the namespace expression 
/LM/*/*/event/LOS would find all LOS events from all line modules and all application 
components on those line modules. In addition, it can find matches for wildcards of 
specific length. For example, for the expression "?mall", the namespace server 210 
would find all matches that begin with any one character and ends with "mall". 
Basically, the namespace server 210 is capable of performing any known type of pattern 
matching. With this powerfiil capability, the namespace server 210 greatly facilitates the 
subscription registration process. 

To illustrate how the namespace server 210 implements this capability, reference 
will now be made to an example. Suppose that apphcation component 202(2)(n) on line 
module 102(2) wishes to subscribe to the namespace expression "/*/event/LOS" to 
receive all LOS events published by all application components 202 on all modules. To 
register use of this namespace expression, the application component 202(2)(n) sends a 
subscription announcement message to the communication coordinator 204(2). In this 
message, the application component 202(2)(n) provides: (1) an indication that it is 
registering to subscribe to the namespace expression "/*/event/LOS"; (2) a reference (S2) 
back to itself; (3) an indication of what type of reliability is desired; and (4) an indication 
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of a desired priority. In response to the subscription announcement message, the 
communication coordinator 204(2) updates the Local Subscribers Table 404 (Fig. 4B) for 
line module 102(2) by creating a new entry 412. In the new entry 412, the namespace 
expression "/*/event/LOS" is stored in the Namespace column, and the reference (S2) 
back to the subscribing component 202(2)(n) is stored in the "Reference to Subscriber" 
column, hi addition, the IP address and port number (X2, Y2) of the line module 102(2) 
on which the subscribing component 202(2)(n) resides are stored in the IP Address/Port# 
column, the reliabiUty indication is stored in the RehabiUty column, and the priority 
indication is stored in the Priority column. The Local Subscribers Table 404 is thus 
updated to reflect the subscription registration. 

Thereafter, the communicator coordinator 204(2) sends a subscription 
announcement message to the control module 1 12(1) to inform the namespace server 210 
of the subscription to the namespace expression. In this message, the communication 
coordinator 204(2) provides: (1) the namespace expression "/*/event/LOS"; (2) the 
reference S2 back to the subscribing component 202(2)(n); (3) the IP address and port 
number (X2, Y2) of the line module 102(2); (4) the rehability indication; and (5) the 
priority indication. In response to this message, the namespace server 2 1 0 creates a new 
entry 518 in the Global Subscribers Table 504 (Fig. 5B), and stores the above-provided 
information into the corresponding columns of the entry 518. The Global Subscribers 
Table 504 is thus updated to include the new subscription. 

Thereafter, the namespace server 210 checks the Global Publishers Table 502 
(Fig. 5A) to determine whether there are any pubUshers that have registered to pubUsh 
events to namespaces that match the namespace expression "/*/event/LOS". In making 
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this determination, the namespace server 210 in one embodiment performs pattern 
matching on each of the namespaces in the Global Pubhshers Table 502 to find all 
matches for the namespace expression 7*/event/L0S. For each matching namespace, the 
namespace server 210 informs a corresponding communication coordinator 204 of the 
new subscription. In the present example, a single matching entry is found, namely the 
namespace 7LM/l/monitor/event/LOS" found in entry 510. Thus, the namespace server 
210 communicates with the communication coordinator 204(1) corresponding to the 
publishing component 202(1)(1) of that namespace to inform that communication 
coordinator 204(1) of the new subscription. 

To do so, the namespace server 210 in one embodiment, first creates a subscriber 
message packet. The namespace server 210 stores within this message packet all of the 
information pertaining to the new subscription. Specifically, in one embodiment, the 
message includes: (1) the specific namespace "/LM/l/monitor/event/LOS" that matched 
the namespace expression; (2) the reference S2 back to the subscribing component 
202(2)(n); (3) the IP address and port number of the line module 102(2) on which the 
subscribing component 202(2)(n) resides; (4) the reUability indication; and (5) the 
priority indication. Once created, the packet is addressed to the IP address and port 
number XI, Yl (derived fi-om entry 510 of the Global Publishers Table 502 (Fig. 5A)) of 
the fine module 102(1) on which the publishing component 202(1)(1) resides (recall from 
previous discussion that component 202(1)(1) has registered to publish to the namespace 
"/LM/l/monitor/event/LOS"). Thereafter, the namespace server 210 sends the message 
packet to the underiying communication network. Based upon the IP address and port 
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number, the packet is routed to the communication coordinator 204(1) of the line module 
102(1) on which the publishing component 202(1)(1) resides. 

In response to the subscriber message packet, the communication coordinator 
204(1) updates its Local Subscribers Table 304 (Fig. 3B) to include the subscriber 
information contained in the packet. In this example, the communication coordinator 
204(1) creates a new entry 314, and populates the new entry 314 with the subscriber 
information contained in the packet. Note that entry 314 contauis generally the same 
information as entry 518 of the Global Subscribers Table 504 (Fig. 5), except that rather 
than having a namespace expression in the namespace column, entry 314 has a specific 
namespace in that column. Once the new entry 314 is created and populated, the 
subscription registration process is completed. In this manner, in response to a 
subscription registration request made by a subscribing component 202(2)(n) on one line 
module 102(2), subscriber information is sent from the namespace server 210 to the 
commxmication coordinator 204(1) on another line module 102(1). In this way, the 
namespace server 210 maintains pubUsher/subscriber information throughout the enthe 
switch 100. 

In the above example, for the sake of simplicity, only one matching namespace 
was shown in the Global Publishers Table 502. In many implementations, however, 
multiple matching namespaces may be found for the same namespace expression. In 
such cases, the namespace server 210 would, for each matching namespace, communicate 
with the communication coordinator 204 corresponding to the publisher of that 
namespace, and inform that conmiunication coordinator 204 of the new subscription. In 
one embodiment, the namespace server 210 would communicate with each such 
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communication coordinator 204 by sending a subscriber message packet in the manner 
described above. 



To complete discussion of the registration process, suppose now that the 
5 application component 202(2)(1) of line module 102(2) wishes to publish an event to the 
namespace 'VLM/2/foo/event/sleep". To register this use of the namespace, the 
apphcation component 202(2)(1) sends a pubhcation announcement message to the 
communication coordinator 204(2). hi this message, the apphcation component 
202(2)(1) provides: (1) an indication that it is registering to publish an event to the 
O 10 namespace 'VLM/2/foo/event/sleep"; and (2) a pointer (P2) back to itself. In response to 



j'^t the publication announcement message, the communication coordinator 204(2) updates 
2 the Local Pubhshers Table 402 (Fig. 4 A) for line module 102(2) by creating a new entry 



410. In the new entry 410, the namespace "/LM/2/foo/event/sleep" is stored in the 



p Namespace column, and the reference (P2) back to the apphcation component 202(2)(1) 

rii 

m- 15 is stored in the "Reference to Publisher" column. In addition, the IP address and port 



number (X2, Y2) of the line module 102(2) on which the publishing component 
202(2)(1) resides is stored in the IP address/Port# column. The Local Publishers Table 
402 is thus updated. 

Thereafter, the communicator coordinator 204(2) proceeds to send a publication 
20 announcement message to the control module 1 12(1) to inform the namespace server 210 
of the intended pubhcation to the namespace. In this message, the communication 
coordinator 204(2) provides: (1) the namespace ("LM/2/foo/event/sleep") to which 
pubhcation will be made; (2) the reference P2 to the pubhshing component 202(2)(1); 
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and (3) the IP address and port number of the hne module 102(2). In response, the 
namespace server 210 creates a new entry 512 in the Global Publishers Table 502 (Fig. 
5A), and stores the above-provided information into the corresponding columns of the 
entry 512. The Global Pubhshers Table 502 is thus updated. 
5 Thereafter, the namespace server 210 checks the Global Subscribers Table 504 

(Fig. 5B) to determine whether there are any subscribers to the newly registered 
namespace "/LM/2/foo/event/sleep". In making this detemiination, the namespace server 
210 scans through the table 504, and checks for exact matches of the namespace, as well 
as pattem matches. Like entry 518, some of the entries in table 504 may contain 
10 namespace expressions rather than specific namespaces. For such namespace 

r\ 

rj expressions, the namespace server 210 resolves the expression to determine whether there 
In is a pattem match between the expression and the newly registered namespace. In the 

i si 

s present example, a namespace match is found, namely, the namespace stored in entry 

P 516. Since a match is found, thereby meaning that there is a subscriber to the newly 

III 
. ?5 

^ 1 5 registered namespace, the namespace server 210 extracts the information pertaining to the 

I-** 

subscriber fi*om the Global Subscribers Table 504 and sends that information to the 
communication coordinator 204(2) associated with the pubHshing component 202(2)(1). 
In this example, there is only one subscriber to the namespace. In cases where there are 
multiple subscribers, the information pertaining to all of the subscribers will be extracted 
20 from the Global Subscribers Table 504 and sent to the communication coordinator 
204(2). 

To send the subscriber mformation to the communication coordinator 204(2), the 
namespace server 210, in one embodiment, creates a subscriber message packet. The 
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namespace server 210 stores within this message packet all of the information extracted 
from the Global Subscribers Table 504 pertaining to all of the subscribers of the 
namespace. The packet is then addressed to the IP address and port number X2, Y2 
(derived from entry 512 of the Global Pubhshers Table 502 (Fig. 5 A)) associated with the 
line module 102(2) on which the pubUshing component 202(2)(1) resides. Thereafter, the 
packet is sent to the underlying communication network. Based upon the IP address and 
port number, the packet is routed to the communication coordinator 204(2) of line 
module 102(2). In response to the message, the communication coordinator 204(2) 
updates its Local Subscribers Table 404 (Fig. 4B) to include the subscriber information 
contained in the packet. In this example, the communication coordinator 204(2) creates 
and populates entry 414 with the subscriber information. Note that entry 414 contains the 
same information as entry 516 of the Global Subscribers Table 504 (Fig. 5B). In this 
manner, in response to a publication registration, subscriber information is obtained from 
the namespace server 210 and stored into the Local Subscribers Table 404. The 
publication registration process is thus completed. 

Client/Server Registration 

As noted previously, the CFM is capable of supporting client/server operation as 
well as pubhsh/subscribe communication. In one embodiment, client/server operation is 
supported using namespaces, and as is the case with pubUsh/subscribe communication, 
use of the namespaces is registered before the namespaces are invoked. To illustrate the 
client/server registration process, reference will be made to an example. 
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Suppose that application component 202(1)(1) of line module 102(1) (Fig. 2) 
wishes to register itself as a server for the operation identified by the namespace 
"/LM/l/monitor/op/get". To register this use of the namespace, the application 
component 202(1)(1) sends a server announcement message to the communication 
5 coordinator 204(1). In this message, the application component 202(1)(1) provides: (1) 
the namespace "/LM/l/monitor/op/get" for which it will be acting as a server; (2) a 
reference (PI) back to itself; (3) an indication of what type of message delivery reliability 
is desired when this operation is invoked; and (4) an indication of a desired priority. In 
response to the server announcement message, the communication coordinator 204(1) 
Q 1 0 updates the Local Servers Table 306 (Fig. 3C) for line module 102(1) by creating a new 
J»f entry 320 in the table 306. In the new entry 320, the namespace "/LM/l/monitor/op/get" 
[2 is stored in the Namespace column, and the reference (PI) back to the server component 
^. 202(1)(1) is stored in the "Reference to Server" column. In addition, the IP address and 

gl port number (XI, Yl) of the line module 102(1) on which the server component 
^ 15 202(1)(1) resides are stored in the IP Address/Port# column, the reliability indication is 
i^- • Stored in the Reliability column, and the priority indication is stored in the Priority 
column. The Local Servers Table 306 is thus updated. 

Thereafter, the communicator coordinator 204(1) proceeds to send a server 
announcement message to the namespace server 210 of the control module 1 12(1). In 
20 this message, the conmiunication coordinator 204(1) provides: (1) the server namespace 
("LM/l/monitor/op/get") being registered; (2) the reference PI back to the server 
component 202(1)(1); (3) the IP address and port number (XI, Yl) of the line module 
102(1); (4) the reliability indication; and (5) the priority indication. In response to this 
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message, the nmaespace server 210 creates a new entry 520 in the Global Servers Table 
506 (Fig. 5C), and stores the above-provided information into the corresponding columns 
of the entry 520. The Global Servers Table 506 is thus updated. 

Thereafter, the namespace server 210 checks the Global Clients Table 508 (Fig. 
5D) to determine whether there are any cUents for the newly registered server namespace 
"LM/l/monitor/op/get". If there are clients for the namespace, then the namespace server 
210 provides information pertaining to the server component 202(1)(1) to each 
communication coordinator 204 associated with each cHent. For the time being, 
however, it will be assumed that entry 526 of the Global Clients Table 508 does not yet 
exist and that there are no current chents for the namespace "/LM/l/monitor/op/get". 
Hence, the server registration process is thus completed. 

To illustrate the client registration process, suppose that application component 
202(l)(n) of line module 102(1) wishes to register as a cUent to the namespace 
^*/LM/2/foo/op/set". To register this use of the namespace, the application component 
202(l)(n) sends a cHent announcement message to the commxmication coordinator 
204(1). In this message, the application component 202(l)(n) provides: (1) the 
namespace "/LM/2/foo/op/set" to which is it registering to be a client; and (2) a reference 
(SI) back to itself In response to the chent announcement message, the communication 
coordinator 204(1) updates the Local CUents Table 308 (Fig. 3D) for line module 102(1) 
by creating a new entry 324. hi the new entry 324, the namespace 'yLM/2/foo/op/set" is 
stored in the Namespace colxmm, and the reference (SI) back to the client component 
202(1 )(n) is stored in the "Reference to Client" column, in addition, the IP address and 
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port number (XI, Yl) of the line module 102(1) on which the chent component 202(l)(n) 
resides is stored in the IP address/Port # column. The Local Clients Table 308 is thus 
updated. 

Thereafter, the communicator coordinator 204(1) sends a client announcement 
5 message to the namespace server 210 of the control module 1 12(1). In this message, the 
communication coordinator 204(1) provides: (1) the namespace ("LM/2/foo /op/set") for 
which registration is being made; (2) the reference SI back to the client component 
202(l)(n); and (3) the IP address and port number (XI, Yl) of the line module 102(1) on 
which the client component 202(1 )(n) resides. In response to this message, the 

Ji! 10 namespace server 210 creates a new entry 524 in the Global Chents Table 508 (Fig. 5D), 

1^1 and stores the above-provided information into the corresponding columns of the entry 
524. The Global Clients Table 508 is thus updated. 

s Thereafter, the namespace server 210 checks the Global Servers Table 506 (Fig. 

G 5C) to determine whether any server has registered to serve the namespace 

. ?l 

15 "/LM/2/foo/op/set". If so, then the namespace server 210 provides information pertaining 
' to the server to the communication coordinator 204(1) associated with the client 

component 202(l)(n). For the time being, however, it will be assumed that entry 522 of 
the Global Servers Table 506 does not yet exist and that there are no current servers for 
the namespace 'VLM/2/foo/op/set". Hence, the namespace server 210 informs the 

20 communication coordinator 204(1) that there is currently no server for the namespace 
"/LM/2/foo/op/set". The client registration process is thus completed. 
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Suppose now that the application component 202(2)(1) of line module 102(2) 
wishes to register itself as a server for the namespace "/LM/2/foo/op/set". To register this 
use of the namespace, the application component 202(2)(1) sends a server announcement 
message to the communication coordinator 204(2). hi this message, the apphcation 
5 component 202(2)(1) provides: (1) the namespace "/LM/2/foo/op/set" for which it is 
registering as a server; (2) a pointer (P2) back to itself; (3) a reliabiUty indication; and (4) 
an indication of a desired priority. Li response to the server announcement message, the 
communication coordinator 204(2) updates the Local Servers Table 406 (Fig. 4C) for line 
module 102(2) by creating a new entry 420. hi the new entry 420, the namespace 
Q 10 *7LM/2/fbo/op/set" is stored in the Namespace colimm, the reference (P2) back to the 
Q server component 202(2)(1) is stored in the "Reference to Server" column, hi addition, 

s ., S 

the JP address and port number (X2, Y2) of the line module 102(2) on which the server 

I A 

"^'^ component 202(2)(1) resides is stored in the IP address/Port# column, the reliability 
iA . J. . . 

indication is stored in the Reliability column, and the priority indication is stored in the 

rii 

15 Priority column. The Local Servers Table 406 is thus updated. 
h> Thereafter, the communicator coordinator 204(2) proceeds to send a server 

announcement message to the namespace server 210 of the control module 1 12(1). In 
this message, the conimunication coordinator 204(2) provides: (1) the namespace 
("LM/2/foo/op/set") being registered; (2) the reference P2 back to the server component 
20 202(2)(1); (3) the IP address and port number (X2, Y2) of the hne module 102(2) on 
which the server component 202(2)(1) resides; (4) the reliability indication; and (5) the 
priority indication. In response to this message, the namespace server 210 creates a new 
entry 522 in the Global Servers Table 506 (Fig. 5C), and stores the above-provided 
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infonnation into the corresponding columns of the entry 522. The Global Servers Table 
506 is thus updated. 

Thereafter, the namespace server 210 checks the Global CUents Table 508 (Fig, 
5D) to determine whether there are any clients for the newly registered server namespace 
"/LM/l/foo/op/set", In making this determination, the namespace server 210 scans 
through the table 508, and checks for all matches of the newly registered server 
namespace. For each matching namespace (which indicates a client of the server 
namespace), the namespace server 210 sends a message to a communication coordinator 
204 corresponding to the client. The purpose of this message is to pass on, to the 
communication coordinator 204, information pertaining to the newly registered server 
namespace. Li the present example, a single namespace match is found, namely, the 
namespace stored in entry 524. Thus, the namespace server 210 sends a message to a 
single corresponding communication coordinator 204. 

To do so, the namespace server 210 in one embodiment, first creates a server 
message packet. The namespace server 210 stores within this message packet all of the 
information pertaining to the newly registered server namespace. Specifically, in one 
embodiment, the message includes: (1) the server namespace '7LM/2/foo/op/set"; (2) the 
reference P2 back to the server component 202(2)(1); (3) the IP address and port number 
of the line module 102(2) on which the server component 202(2)(1) resides; (4) the 
reliabiUty indication; and (5) the priority indication. Once created, the packet is 
addressed to the IP address and port number XI, Yl (derived from entry 524 of the 
Global Clients Table 508 (Fig. 5D)) of the line module 102(1) on which the chent 
component 202(l)(n) resides (recall from previous discussion that component 202(l)(n) 
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has registered as a client to the namespace 7LM/2/foo/op/set"). Thereafter, the 
namespace server 210 sends the message to the underlying communication network. 
Based upon the IP address and port number, the packet is routed to the communication 
coordinator 204(1) of the line module 102(1) on which the chent component 202(l)(n) 
resides. 

In response to the message, the communication coordinator 204(1) updates its 
Local Servers Table 306 (Fig. 3C) to include the server infonnation contained in the 
packet. In this example, the communication coordinator 204(1) creates a new entry 322 
and populates its with the server information contained in the packet. Note that entry 322 
contains the same information as entry 522 of the Global Servers Table 506 (Fig. 5C). 
Once the new entry 322 is created and populated, the server registration process is 
completed. In this manner, in response to a server registration request made by a server 
component 202(2)(1) on one line module 102(2), server information is sent from the 
namespace server 210 to the communication coordinator 204(1) on another line module 
102(1). In this way, the namespace server 210 maintains chent/server information 
throughout the entire switch 100. 

In the above example, for the sake of simplicity, only one matching namespace 
was shown in the Global Clients Table 508. In many implementations, however, multiple 
matching namespaces (i.e. multiple cHents) may be found. In such cases, the namespace 
server 210 would, for each matching namespace, send a server message packet to a 
corresponding communication coordinator 204, in the manner described above. 
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Suppose now that application component 202(2)(n) of line module 102(2) wishes 
to register as a cUent to the namespace "/LM/l/monitor/op/get". To register this use of 
the namespace, the apphcation component 202(2)(n) sends a client announcement 
message to the communication coordinator 204(2). Li this message, the application 
component 202(2)(n) provides: (1) the namespace "/LM/l/monitor/op/get" to which is it 
registering to be a client; and (2) a reference (S2) back to itself In response to the cUent 
announcement message, the communication coordinator 204(2) updates the Local Clients 
Table 408 (Fig. 4D) for line module 102(2) by creating a new entry 424. In the new entry 
424, the namespace "/LM/l/monitor/op/get" is stored in the Namespace column, and the 
reference (S2) back to the cHent component 202(2)(n) is stored in the "Reference to 
Client" column. In addition, the IP address and port number (X2, Y2) of the line module 
102(2) on which the cUent component 202(2)(n) resides is stored in the IP address/Port # 
column. The Local Chents Table 408 is thus updated. 

Thereafter, the communicator coordinator 204(2) sends a cUent announcement 
message to the namespace server 210 of the control module 1 12(1). In this message, the 
communication coordinator 204(2) provides: (1) the namespace ("LM/l/monitor/op/get") 
for which registration is being made; (2) the reference S2 back to the chent component 
202(2)(n); and (3) the IP address and port number (X2, Y2) of the line module 102(2) on 
which the cHent component 202(2)(n) resides. In response to this message, the 
namespace server 210 creates a new entry 526 in the Global Clients Table 508 (Fig. 5D), 
and stores the above-provided information into the corresponding columns of the entry 
526. The Global Chents Table 508 is thus updated. 
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Thereafter, the namespace server 210 checks the Global Servers Table 506 (Fig. 
5C) to determine whether any server has registered to service the namespace 
"/LM/l/monitor/op/get". If so, then the namespace server 210 extracts information 
pertaining to the server from the Global Servers Table 506, and provides that information 
to the communication coordinator 204(2) associated with the client component 202(2)(n). 
hi the present example, there is a registered server for the namespace 
"/LM/l/monitor/op/get" (entry 520). Thus, the namespace server 210 sends information 
pertaining to this server to the communication coordinator 204(2). 

To do so, the namespace server 210, in one embodiment, creates a server message 
packet. The namespace server 210 stores within this message packet all of the 
information extracted from entry 520 of the Global Servers Table 506. The packet is then 
addressed to the IP address and port number X2, Y2 (derived from entry 526 of the 
Global CUents Table 508 (Fig. 5D)) associated with the line module 102(2) on which the 
chent component 202(2)(n) resides. Thereafter, the packet is sent to the underlying 
communication network. Based upon the IP address and port number, the packet is 
routed to the communication coordinator 204(2) of line module 102(2). In response to 
the message, the communication coordinator 204(2) updates its Local Servers Table 406 
(Fig. 4C) to include the server information contained in the packet. In this example, the 
communication coordinator 204(2) creates and populates entry 422. Note that entry 422 
contains the same information as entry 520 of the Global Servers Table 506 (Fig. 5C). In 
this manner, in response to a chent registration, server information is obtained from the 
namespace server 210 and stored into the Local Servers Table 406. 
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Operation 

After namespaces are properly registered with the communication coordinators 
204 and the namespace server 210, the CFM is ready for normal operation. At this point, 
it should be noted that in one embodiment, registration for pubhcation and server 
invocation are optional. That is, if so desired, an application component 202 may pubhsh 
an event to a namespace without fnst registering as a pubhsher to that namespace. 
Likewise, an application component 202 may invoke an operation associated with a 
namespace without first registering as a client for that namespace. If an appUcation 
component 202 chooses to forego the registration process, then the first time it publishes 
to a namespace or invokes an operation associated with a namespace, the CFM will, in 
one embodiment, automatically perform the registration process described above. After 
the namespace is registered, the CFM will proceed to carry out the pubhcation or 
invocation functions. 

Pubhsh/Subscribe Communication 

To illustrate how publish/subscribe communication is implemented by the CFM 
in accordance with one embodiment of the present uivention, reference will be made to 
an example. The foUowmg example will refer to the sample tables shown in Figs. 3 A- 
3B, as well as the functional block diagram shown in Fig. 2. 

Suppose that ^phcation component 202(1)(1) wishes to pubhsh an event to 
namespace 7LM/l/monitor/event/LOS". To do so, it sends a publication message to 
communication coordinator 204(1). hi this message, the pubhshing component 202(1)(1) 
provides: (1) the namespace to which it is pubhshing; (2) the content of the message (e.g. 
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event data); and (3) a desired publication mode. In one embodiment, a message may be 
published in broadcast or unicast mode. For the time being, it will be assumed that the 
publishing component specifies unicast mode. 

In response to the publication message, the communication coordinator 204(1) 
scans the Local Subscribers Table 304 in search of all subscribers to the namespace 
specified m the publication message. In the present example, only one subscriber is 
found, namely, the one specified in entry 314 of table 304. In other circumstances, 
however, multiple subscribers may be found. For each subscriber (i.e. each matching 
entry) found in the Local Subscribers Table 304, the communication coordinator 204(1) 
performs the following. 

Initially, the communication coordinator 204(1) extracts information from the 
various columns of the matching entry 314, including the reference (S2) to the 
subscribing component (recall fi-om previous discussion that the subscribing component 
is component 202(2)(n) of line module 102(2)), the IP address and port number (X2, Y2) 
of the line module 102(2) on which the subscribing component resides, the reUability 
indication, and the priority indication. Thereafter, the communication coordinator 
204(1), in one embodiment, creates a pubhcation message packet. Within this packet, the 
communication coordinator 204(1) stores: (1) the namespace to which pubhcation is 
being made; (2) the message content received fi-om the pubhshmg component 202(1)(1); 
(3) the reference (S2) to the subscribmg component 202(2)(n); (4) the rehability specified 
in the matching entry 314; (5) the priority specified in the matching entry 314, and (6) the 
IP address and port number (XI, Yl) of the Ime module 102(1) on which the pubhshing 
component 202(1)(1) resides. The communication coordinator 204(1) then addresses the 
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message packet to the IP address and port number (X2, Y2) of the module 102(2) on 
which the subscribing component 202(2)(n) resides, and sends the packet into the 
communication network in accordance with the reliabiUty and priority specified in the 
matching entry. In the present example, the specified rehability is "best effort"; thus, the 
communication coordinator 204(1) does not expect any acknowledgment of the message 
packet. Based upon the IP address and port number, the message packet is routed to the 
communication coordinator 204(2) of line module 102(2). 

Upon receiving the publication message packet, the communication coordinator 
204(2) in one embodiment performs several functions. Initially, it determines based upon 
the rehabihty indication contained in the message packet whether an acknowledgment 
needs to be sent back to the originating communication coordinator 204(1). In this 
example, the reliability is "best effort"; thus, no acknowledgment of the message needs to 
be sent. Thereafter, the communication coordinator 204(2) creates a publication message 
to be forwarded to the subscribing component 202(2)(n). In one embodiment, the 
communication coordinator 204(2) inserts into this message: (1) the namespace to which 
publication is being made; and (2) the message content provided by the pubhshing 
component 202(1)(1). Once the publication message is created, the communication 
coordinator 204(2) accesses the subscribing component 202(2)(n) using the subscriber 
reference S2 provided by the originating communication coordinator 204(1), and 
forwards the pubHcation message to the subscribing component 202(2)(n). The 
publication is thus dehvered to the subscribing component 202(2)(n). This process is 
used to deliver the event to each subscriber of the namespace to which publication is 
being made. 
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Broadcast 

In the above example, the originatmg communication coordinator 204(1) creates 
and sends a publication message packet to each subscriber of the namespace 
5 "/LM/l/monitor/evert/LOS" found in the Local Subscribers Tables 304. If there had been 
multiple subscribers, multiple message packets would have been sent, one after the other, 
such that a series of message packets would have been sent by the communication 
coordinator 204(1). This is how pubUcation is carried out in unicast mode. Currently 
available CTM's use unicast mode to publish events to multiple subscribers. One of the 
p 1 0 drawbacks of unicast mode is that it can lead to significant delays between the time an 
ly event is published and the time a comnmnication coordinator 204 actually sends a 
publication message packet to a subscriber. More specifically, because the 

U communication coordinator 204 sends a publication message packet to one subscriber at a 

PI 

rji if ^^re is a long list of subscribers to a particular namespace, the communication 

\u 

Q 1 5 coordinator 204 may take a relatively long time before it sends a publication message 

packet to the last subscriber on the list. For some events (such as loss of signal) in which 
fast response time is important, unicast mode may not be able to publish an event fast 
enough to all subscribers. 

To overcome this problem, there is provided in one embodiment of the CFM a 
20 capability to broadcast rather than unicast an event to a namespace. In broadcast mode, a 
communication coordinator 204 does not send one publication message packet at a time 
to each subscriber. Instead, the communication coordmator 204 sends a single 
publication message packet concurrently to each and every other communication 
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coordinator 204 in the CFM. It is then up to each receiving communication coordinator 
204 to determine whether there are subscribers for the namespace, and to deliver the 
event message to those subscribers. By broadcasting an event in this manner, event 
messages can reach a large number of subscribers more quickly. 

To illustrate how broadcast mode is implemented in accordance with one 
embodiment of the present invention, suppose that apphcation component 202(1)(1) 
wishes to broadcast an event to namespace "/LM/l/monitor/event/LOS". To do so, the 
publishing component 202(1)(1) sends a publication message to communication 
coordinator 204(1). In this message, the publishing component 202(1)(1) provides: (1) 
the namespace to which it is publishing; (2) the content of the message (e.g. event data); 
and (3) an indication that the event is to be broadcasted. 

In response to the pubUcation message, the communication coordinator 204(1) 
creates a broadcast message packet. Within this packet, the communication coordmator 
204(1) stores: (1) the namespace to which publication is being made; (2) the message 
content received from the publishing component 202(1)(1); and (3) an indication that the 
message is a broadcast message. Thereafter, the communication coordinator 204(1) 
addresses the message packet to a special ff address that is reserved for broadcasts, and 
sends the packet into the communication network. Based upon the special IP address, the 
broadcast message packet is concurrently routed by the network to every other 
communication coordinator 204 of every other module in the switch 100. 

Upon receiving the broadcast message packet, each communication coordinator 
204 performs the following operations. For the sake of simplicity, only the operations 
performed by the communication coordmator 204(2) of line module 102(2) will be 
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described. However, it should be noted that the following description apphes to all of the 
communication coordinators 204 in the CFM. 

Based upon the broadcast indication included in the broadcast message packet, the 
communication coordinator 204(2) determines that the packet contains a broadcast 
message. In response to this determination, the communication coordinator 204(2) 
extracts the namespace from the message packet. Using this namespace, the 
communication coordmator 204(2) searches through the Local Subscribers Table 404 
(Fig. 4B) of line module 102(2) for all matchiag namespaces. In doing so, the 
communication coordinator 204(2) may encounter not just specific namespaces in the 
table 404 but also namespace expressions, such as that found in aitry 412. If a 
namespace expression is encountered, then in one embodiment the communication 
coordinator 204(2) performs pattern matching to determme whether the namespace 
expression matches the namespace extracted from the packet. In the present example, the 
namespace expression in entry 412 does match the extracted namespace. Thus, a 
matching entry is found. 

For each matching entry in the Local Subscribers Table 404, the communication 
coordinator 204(2) creates a pubhcation message to be forwarded to a corresponding 
subscribing component. In one embodiment, the communication coordinator 204(2) 
inserts into this message: (1) the namespace to which publication is being made; and (2) 
the message content provided by the puWishing component 202(1)(1). Once the 
publication message is created, the communication coordinator 204(2) accesses the 
subscribing component 202(2)(n) using the subscriber reference 82 stored in the 
"Reference to Subscriber" column of the matching entry, and forwards the pubhcation 
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message to the subscribing component 202(2)(n). The broadcast message is thus 
delivered to the subscribing component 202(2)(n). By broadcasting a message to all 
communication coordinators 204, and by having each communication coordinator 204 
deliver the message to the appropriate local subscribers in this manner, the CFM makes it 
5 possible to deliver a message to a large number of subscribers in a very short amount of 
time. 



Chent/Server Operation 

As noted above, the CFM is able to support cUent/server operation as well as 

10 publish/subscribe communication. To illustrate how cUent/server operation is 

unplemented in accordance with one embodiment of the present invention, reference will 
be made to an example. The following example will refer to the sample tables shown in 
Figs. 3C-3D, as well as the functional block diagram shown in Fig. 2. 

Suppose that appUcation component 202(l)(n) wishes to invoke the operation 

15 associated with the namespace 7LM/2/foo/op/set". To do so, it sends an invocation 
message to communication coordinator 204(1). In this message, the chent component 
202(l)(n) provides: (1) the namespace that is being invoked; (2) any information, 
parameters, or data that are needed to invoke the operation; and (3) a reference SI back to 
itself (the chent component 202(l)(n). 

20 In response to the invocation message, the communication coordinator 204(1) 

scans the Local Servers Table 306 (Fig. 3C) in search of the server for the namespace 
specijSed in the invocation message. In the present example, the server is found in entry 
322 of the table 306. Once the server entry 322 is found, the communication coordinator 
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204(1) extracts infonnation from the various columns of the entry 322, including the 
reference (P2) to the server component (recall from previous discussion that the server 
component is component 202(2)(1) of line module 102(2)), the IP address and port 
number (X2, Y2) of the line module 102(2) on which the server component resides, the 
reliability indication, and the priority indication. 

Thereafter, the communication coordinator 204(1), in one embodiment, creates an 
invocation message packet. Within this packet, the communication coordinator 204(1) 
stores: (1) the namespace that is being invoked; (2) the information, parameters, and data 
provided by the client component 202(l)(n); (3) the reference (P2) to the server 
component 202(2)(1); (4) the rehability specified in the server entry 322; (5) the priority 
specified in the server entry 322, (6) the reference (SI) to the chent component 202(l)(n); 
and (7) the IP address and port number (XI, Yl) of the line module 102(1) on which the 
client component 202(l)(n) resides. The communication coordinator 204(1) then 
addresses the message packet to the ff address and port number (X2, Y2) of the module 
102(2) on which the server component 202(2)(1) resides, and sends the packet into the 
communication network in accordance with the rehability and priority specified in the 
server entry 322. In the present example, the specified rehability is "best effort"; thus, 
the communication coordinator 204(1) does not expect any acknowledgment of the 
message packet. Based upon the IP address and port number, the message packet is 
routed to the communication coordinator 204(2) of line module 102(2). 

Upon receiving the invocation message packet, the communication coordinator 
204(2) in one embodiment performs several fimctions. Initially, it determines based upon 
the rehability indication contained in the message packet whether an acknowledgment 
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needs to be sent back to the originating communication coordinator 204(1), In this 
example, the rehability is "best effort"; thus, no acknowledgment of the message needs to 
be sent. Thereafter, the communication coordinator 204(2) saves some of the information 
contained within the invocation message packet. In one embodiment, this saved 
information includes the rehability indication, the priority indication, the IP address and 
port number (XI, Yl) of the line module 102(1) on which the cHent component 202(l)(n) 
resides, and the reference (SI) to the client component 202(l)(n). After saving the 
information, the communication coordinator 204(2) assigns a correlation tag to the saved 
information, which in effect is a reference to where the saved information can be found. 
After that is done, tiie communication coordinator 204(2) creates an invocation message 
to be forwarded to the server component 202(2)(1). In one embodiment, the 
communication coordinator 204(2) inserts into tiiis message: (1) the namespace that is 
being invoked; (2) tiie information, parameters, and data provided by the chent 
component 202(l)(n); and (3) the correlation tag. Once the invocation message is 
created, the communication coordinator 204(2) accesses the server component 202(2)(1) 
usmg the server reference P2 provided by the originating communication coordmator 
204(1), and forwards the invocation message to the server component 202(2)(1) for 
processing. 

Assuming that the operation being invoked is one that gives rise to a response, the 
server component 202(2)(1) will at some point send a response message to the 
communication coordinator 204(2) to be forwarded to the client component 202(l)(n). hi 
one embodiment, this response message mcludes: (1) die namespace that was invoked; 
(2) the response mformation/data; and (3) the correlation tag. 
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Upon receiving this message, the communication coordinator 204(2) uses the 
correlation tag to access the saved information. Thereafter, the communication 
coordinator 204(2) creates a response message packet. Within this message packet, the 
communication coordinator stores: (1) the namespace that was invoked; (2) the response 
information/data; (3) the reference (SI) to the client component 202(l)(n); (4) the 
reUabihty indication; (5) the priority indication; and (6) the IP address and port number of 
the line module 102(2) on which the server component 202(2)(1) resides. The 
communication coordinator 204(2) then addresses the response message packet to the IP 
address and port number (XI, Yl) of the module 102(1) on which the cHent component 
202(1 )(n) resides, and sends the packet into the communication network in accordance 
with the specified reliabiUty and priority. In the present example, the specified reUability 
is "best effort"; thus, the communication coordinator 204(2) does not expect any 
acknowledgment of the response message packet. Based upon the IP address and port 
number, the message packet is routed to the communication coordinator 204(1) of line 
module 102(1). 

Upon receiving the response message packet, the communication coordinator 
204(1) in one embodiment performs several functions. Initially, it determines based upon 
the reliability indication contained in the message packet whether an acknowledgment 
needs to be sent. In this example, the rehability is "best effort"; thus, no acknowledgment 
of the message needs to be sent. Thereafter, the communication coordinator 204(1) 
creates a response message to be forwarded to the client component 202(1 )(n). In one 
embodiment, the communication coordinator 204(1) inserts into this message: (1) the 
namespace that was invoked; and (2) the response information/data provided by the 
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server component 202(2)(1). Once the response message is created, the communication 
coordinator 204(1) accesses the client component 202(l)(n) using the client reference SI, 
and forwards the response message to the client component 202(1 )(n). The response is 
thus delivered to the chent component 202(1 )(n) to complete the cUent/server operation. 

Rehable Communication 

In certain circumstances, it is desirable to implement reliable communication to 
ensure that important messages are received. With rehable communication, each 
message (except for an acknowledgment message) is acknowledged. If a sender does not 
receive an acknowledgment to a message, it continues to resend the message (up to a 
certain number of times) until an acknowledgment is received. That way, the sender 
ensures that the message is properly delivered to a recipient. 

With rehable communication, there is a risk that a message will be dehvered 
multiple times to a recipient- For example, suppose that a sender sends a message to a 
recipient, which is received and processed by the recipient. In response, the recipient 
sends an acknowledgment to the sender, but the acknowledgment is somehow lost and 
hence not received by the sender. Since an acknowledgment was not received, the sender 
will resend the message. If the message is again received and processed by the recipient, 
then the message will be processed twice. For certain implementations, such as database 
updates, this is a highly undesirable result. 

To overcome this problem, one embodiment of the CFM provides an abihty to 
implement rehable communication with an "at most once" guarantee. That is, the CFM 
ensures that a message will be delivered no more than one time to a recipient. In one 
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embodiment, the CFM is capable of implementing "at most once" reliable 
communication in both publish/subscribe communication and client/server operation. To 
illustrate how reliable communication may be implemented in accordance with one 
embodiment of the present invention, reference will be made to the sample tables 208(1) 
and 208(2) shown in Figs. 6 and 7, as well as the functional diagram shown in Fig. 2. 
Fig. 6 shows a sample embodiment for the local Rehable Communication Table 208(1) of 
line module 102(1), and Fig. 7 shows a sample embodiment for the local Reliable 
Communication Table 208(2) of line module 102(2). 

Rehable Communication Initialization 

In one embodiment, before reliable communication is carried out between two 
modules, an initialization process is carried out between the communication coordinators 
204 of the two modules. To describe the initialization process, reference will be made to 
communication coordinators 204(1) and 204(2) on line modules 102(1) and 102(2), 
respectively. While communication coordinators 204(1) and 204(2) are used specifically 
in the following discussion, it should be noted that the discussion applies to all 
communication coordinators 204 on all modules of the switch 100. 

In one embodiment, the first time that reliable communication is carried out 
between two communication coordinators 204(1), 204(2), some coordination information 
is exchanged, and used to update the respective Reliable Communication Tables 208(1), 
208(2). In one embodiment, the exchanged information comprises a set of sequence 
numbers. More specifically, each communication coordinator 204, in one embodiment, 
randomly generates a sending sequence number, and provides it to the other 
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communication coordinator. Thereafter, the sequence numbers are stored into the 
respective Reliable Communication Tables 208, along with other information. 

Assuming that reUable communication is being initiated between the 
communication coordinators 204(1) and 204(2), the initialization process may be carried 
out as follows. Initially, the communication coordinator 204(1) sends an INIT message 
packet to the other communication coordinator 204(2) to initiate reliable communication. 
Included in this message packet is a sending sequence number (2040 in this example) that 
the communication coordinator 204(1) has randomly generated. Also included in the 
message packet is the IP address and port nxmiber of the line module 102(1) on which the 
initiating communication coordinator 204(1) resides. In addition to sending the INIT 
message packet, the communication coordinator 204(1) also creates and populates an 
entry 610 in the local Reliable Communication Table 208(1) (Fig. 6). Specifically, it 
stores: (1) the IP address and port number (X2, Y2) of the line module 102(2) on which 
the other commimication coordinator 204(2) resides into the IP Address/Port# colunm; 
and (2) the sending sequence number (2040) that it just generated into the Sending 
Sequence # column. 

In response to the INIT message packet, the other communication coordinator 
204(2) randomly generates its own sending sequence nxmiber (50 in this example). The 
communication coordinator 204(2) then creates and populates an entry 710 in its local 
Reliable Communication Table 208(2) (Fig. 7). Specifically, it stores: (1) the IP address 
and port number (XI, Yl) of the line module 102(1) on which the initiating 
communication coordinator 204(1) resides into the IP Address/Port# column; (2) the 
sending sequence number (50) that it just generated into the Sending Sequence # column; 
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and (3) the sequence number (2040) received from the initiating communication 
coordinator 204(1) into the Receiving Sequence # column. Thereafter, the 
communication coordinator 204(2) sends a return message packet to the initiating 
communication coordinator 204(1). Included in this message packet are the sequence 
number (50) that the communication coordinator 204(2) just generated, and the IP 
address and port number (X2, Y2) of the line module 102(2) on which the 
communication coordinator 204(2) resides. 

In response to the return message packet, the initiating communication 
coordinator 204(1) extracts the IP address and port number (X2, Y2) from the return 
message, and uses them to look up the proper entry 610 in the local Rehable 
Communication Table 208(1) (Fig. 6). Once the proper entry 610 is found, the sequence 
number (50) received from the other communication coordinator 204(2) is stored into the 
Receiving Sequence # column of the entry 610. The initialization process is thus 
completed. The communication coordinators 204(1) and 204(2) are now ready to carry 
out reliable communication with each another. 

Sending a nd Receiving a Rehable Communication 

Suppose now that the communication coordinator 204(1) wishes to send a reliable 
message to communication coordinator 204(2), which resides on line module 102(2) 
having IP address and port number X2, Y2. This message may, for example, be a 
pubhcation message from one of the application components 202(l)(l)-202(l)(n) on line 
module 102(1) to one of the apphcation components 202(2)(l)-202(2)(n) on line module 
102(2), or it may be an operation mvocation made by one of the application components 
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202(l)(l)-202(l)(n) on line module 102(1) to one of the apphcation components 
202(2)(l)-202(2)(n) on line module 102(2). In either case, to send the message, the 
communication coordinator 204(1) first creates a message packet. Depending upon the 
type of message, this message packet comprises all of the information described above in 
5 connection with publish/subscribe communication and client/server operation. 

hi addition to this information, the message packet also includes a sequence 
number. In one embodiment, this sequence number is derived by incrementing a current 
sending sequence number, hi the current example, the communication coordinator 
204(1) accesses the local Reliable Communication Table 208(1) (Fig. 6) to find the entry 
0 610 corresponding to the IP address and port number (X2, Y2) of the line module 102(2) 
on which the other communication coordinator 204(2) resides. Once the proper entry 610 
IS found and accessed, the communication coordinator 204(1) obtains the current sending 
sequence number (2040) from the entry 6 1 0, and increments it to derive 204 1 . This is the 
sequence number that is inserted into the message packet. The new sequence number 
> 2041 is also stored back into the Sending Sequence # column of the entry 610 to update 
the entry 610. After the new sending sequence number is included in the message packet, 
the message packet is sent into the communication network, and unless an error occurs, is 
routed to communication coordinator 204(2) of Une module 102(2). After sending the 
message packet, the communication coordinator 204(1) waits for an acknowledgment. If 
one is not received within a certain amount of time, the communication coordinator 
204(1) resends the message. This continues until either an acknowledgment message is 
received, or the message packet has been sent a maximum number of times. If receipt of 
the message packet is not eventually acknowledged, the communication coordinator 
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204(1) informs the apphcation component 202(l)(l)-202(l)(n) that sent it the message 
that message deUvery failed. 

Assuming that no error occurs, the communication coordinator 204(2) receives 
the message packet, and upon receiving the message packet, the communication 
5 coordinator 204(2) determines from the contents of the message that reliable 

communication is desired (recall from previous discussion that a reliability indication is 
included in a message packet). Thus, it sends an acknowledgment message packet back 
to the originating commmiication coordinator 204(1) to confirm that it has received the 
message packet. Thereafter, the communication coordinator 204(2) extracts the IP 
y 1 0 address and port number of module 102(2) from the message packet, and uses these to 
find and access the proper entry 710 in the local Rehable Commmiication Table 208(2). 

hi 

From the entry 710, the communication coordinator 204(2) obtains the current receiving 
s sequence number from the Receiving Sequence # column. The current receiving 

Cl sequence number is then compared against the sequence number included in the message 

Hi 

15 packet to determine the next action. In one embodiment, at least three scenarios may 

s . 

arise. 

A first scenario is that the sequence number 2041 in the message packet is one 
greater than the current receiving sequence number 2040 in the entry 710, as is the case 
in this example. If this is the case, then it means that no error occurred. Thus, the 
20 communication coordinator 204(2): (1) updates the entry 7 1 0 by storing the new 
sequence number 2041 into the Receiving Sequence # column; and (2) delivers the 
message to the appropriate apphcation component 202(2)(l)-202(2)(n) using a 
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component reference, in the same manner as that described previously. Reliable 
communication is thus achieved. 

A second scenario that may arise is that the sequence number in the message 
packet is greater than the current sequence number by more than one. If that is the case, 
then it means that one or more intermediate messages were not delivered properly. For 
example, if the sequence number in the message packet is 2043 and the current receiving 
sequence number is 2040, then it means that the messages having sequence numbers 
2041 and 2040 were not delivered properly. In such a scenario, the communication 
coordinator 204(2) performs at least three operations. First, it adds the intermediate 
sequence numbers (e.g. 2041, 2042) to the Missing Sequence Number List column of 
entry 710 (if those sequence numbers are not already on the list). Second, it updates the 
entry 710 by storing the new sequence number (e.g. 2043) into the Receiving Sequence # 
column. In addition, it delivers the message to the appropriate application component 
202(2)(l)-202(2)(n) using a component reference, in the same manner as that described 
previously. In this manner, the entry 710 is maintained/updated, and the message is 
delivered to the proper component 202(2)(l)-202(2)(n). 

A third scenario that may arise is that the sequence number in the message packet 
is smaller than the current receiving sequence number in entry 710. If that is the case, 
then it means that the message packet is being delivered out of sequence. To detemiine 
what actions to take, the communication coordinator 204(2) checks the missing sequence 
nxmiber list of entry 710. If the sequence number in the message packet is one of the 
numbers in the missing sequence number hst, then it means that this message packet has 
not been received before. Thus, the communication coordinator 204(2) delivers the 
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message to the appropriate application component 202(2)(l)-202(2)(n) using a 
component reference, in the same manner as that described previously. In addition, the 
communication coordinator 204(2) removes the sequence number in the message packet 
from the missing sequence number Hst of entry 710. ha this manner, the entry is properly 
mamtained/updated, and the message is properly delivered. 

On the other hand, if the sequence number in the message packet is not one of the 
numbers in the missing sequence number Ust, then it means that this message packet has 
been received before, and hence, the message has already been delivered to the proper 
component 202(2)(l)-202(2)(n). That being the case, the communication coordinator 
204(2) discards the message packet, and foregoes delivery of the message to any of the 
appHcation components 202(2)(l)-202(2)(n). By doing so, the communication 
coordinator 204(2) prevents multiple deliveries of the same message, hi this manner, the 
communication coordinator 204(2) enforces the "at most once" rehable communication 
guarantee. 

At this point, it should be noted that although the invention has been described 
with reference to one or more specific embodiments, it should not be construed to be so 
hmited. Various modifications may be made by those of ordinary skill in the art with the 
benefit of this disclosure without departing from the spirit of the invention. Thus, the 
invention should not be limited by the specific embodiments used to illustrate it but only 
by the scope of the appended claims. 
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